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[==UNl Outline

1. Numerical toolbox for characterisation of the behaviour of

classical-quantum broadcast network
2. Application: analysis of security of quantum key distribution

(QKD)

v Phase encoding-BB84 protocol

v’ Time-bin encoding three-state protocol with coherent states
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Quantum broadcast
channel

No-cloning theorem
Wooters-Zurek, Nature (1982)

Information-disturbance trade-off
Fuchs & Peres, PRA (1996)
Horodecki et al, Found. Phys. (2005)

Indistinghuishability of non-orthogonal

states
Holevo, J. Multivariate Anal. (1973)
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Fundamental

What are the
behaviour allowed
by quantum
physics?

constraints on the

correlations
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We can consider
semidefinite
relaxations!

Problem solved for
the special case of

fixed source

k endi
PRL 98, 010401 (2007) PHYSICAL REVIEW LETTERS 5 JANUARY 3007

Bounding the Set of Quantum Correlations

Miguel N avascués,™ Stefano Pironio,” and Antonio Acin®
ICFO-Institut de Ciencies Fotoniques, Mediterranean Technology Park, 08860 Castelldefels (Barcelona), Spain
(Received 18 July 2006; published 4 January 2007)

We introduce a hierarchy of conditions necessarily satisfied by any distribution P, representing the
probabilities for two separate observers to obtain outcomes « and 8 when making local measurements on
a shared quantum state. Each condition in this hierarchy is formulated as a semidefinite program. Among
other applications, our approach can be used to obtain upper bounds on the quantum violation of an
arbitrary Bell inequality. It yields, for instance, tight bounds for the violations of the Collins er al.
inequalities.

DOI: 10.1103/PhysRevLett.98.010401 PACS numbers: 03.65.Ud, 03.67.—a

Navascués-Pironio-Acin (NPA) method
PRL (2007)
NJP (2008)
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define inner-
product
constraints

define
probabilities
constraints 10
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Application: security analysis of
guantum key distribution




_ Phase-encoding BB84

Huttner, Imoto, Gisin & Mor, PRA (1995)

Alice

! parameter estimation
basis
key generation basis basis-independent .
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Apply the unitary
transformation on the
signal states

Devetak-Winter, Proc. R. Soc. Lond. A (2005)
Berta et al, Nat. Phys. (2010)

Use Devetak-Winter
bound and entropic
uncertainty relation

Maximise the phase
error rate subject to the
observed probabilities




Parameters:

Intrinsic optical error rate
=2%
Dark count rate = 1E-7

Results using Lo-Preskill’s bound
Lucamarini et al, PRX (2015)
Sibson et al, Optica (2017)

secret key rate

10

107

mm Cur simulation

Lo-Preskill,
Quant. Inf. Comput. 8 (2007) 431-458
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_ Time-bin encoding

three-state protocol

Alice Bob
&
data line
. M NeAeA A, 4, D
B
L

T~

D. PIto monitoring line
A Il bt b,
.. - test state/decoy sequence

Coherent-one-way protocols
Stucki, Brunner, Gisin, Scarani & Zbinden, Appl. Phys. Letter (2005)
Moroder, Marcos, Lim, Thinh, Zbinden & Gisin, PRL (2012) 15

_-V —

Do




m— ] 5 Optimised, 4§ = 1%, 7= 51%, Poc = 107

— (1 1S Optimised, § = 0%, += 50%, Poc = 0 (zero error)
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[N summary

* We propose an efficient SDP-based numerical toolbox to
characterise quantum correlations in a broadcast network

v Independent of the dimension of system (thus, also works for coherent state
encodings)

v Minimal assumptions about the measurement devices
v’ Applicable to any discrete prepare-and-measure protocols (not only in QKD)

 We apply our method to analyse the security of quantum key
distribution

v’ Higher secret key rate compared to previous results
v Highly versatile, can be used to analyse non-standard QKD protocol
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_ On-going work and

open problems

* Analyse the security of distributed-phase-reference QKD protocols and

discrete-modulated QKD protocols with homodyne/heterodyne detection

* Consider different constraints (e.g. energy constraint) other than the inner-

product constraints

* Extend to measurement-device-independent (MDI) setups
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Phase-encoding MDIQKD
Tamaki et al, PRA (2012)

secret key rate
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Parameters:

Alignment error rate = 1.5%
Dark count rate = 8.5E-7
Detector efficiency = 0.1

m—— CUr simulation

== ==Tamakiet al, PRA (2012)
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